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Access Control T 7 ‘e AHlfH
W 7 72l 1% T7 7+ 2EH (Access Management) | & 135 OHEE,
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BESENEL, BAToOXETEEEL O ERIch L EEBbs, 22T
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E: DENHES] L5500 55,
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Attack surface WY —7 X

W T%Em Wy ERSHE 2, (Ml Tt surface DERZRIL TN T
WO TYy—7xRE LT,

Attack vector W8y % —

F:Google THRET 2 & [WESXZ ] X0 KB 22— | OFPIEEH1ICE
WDT, W87 2—| L35,

Audit Record Effra-—V

F: o FHEE LA e 7 (Auditlogs) b H 5,
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Fzwnrdnw) ZLilkhot,
B
Backdoor Ny FT




Background Check RNy 7779 FFzv s
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Background Investigation RNy 777y v FRE

Baiting Attack RATF 4 v IWE
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D LxEFETH LW,
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Y eX2 Y74 CHEHINIHED L,
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BABL W, WEAKRH Y ) a—y g vy OHIITTT — 2 Ekcffibi s
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Bastion Host EERX b

Bell-LaPadula Confidentiality Model Bell-LaPadula ##&#:€7 1
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o [HEE] 1032 LEBOT A ZABEE L BRO X5 I L 5, 5444
I I TANAR] L [IANAFAPY v 7Y =& ] OFEVIZHOOTEE,
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Fe TNAF APV 7 ) =K —] CTB3LA"AF XA M)y 7HGDOY) — & —
(Leader)® X 5 ICf&L %,

Biometric System NAFALV YV 7V AT A
Birthday Attack LA HBCER
i¥:Google THZE T2 L [N—2F7—=T%v 7| Xy [FEHKE] ofinTolk
%,
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Burden of Proof SEFEE

D L v,

Business Continuity BT
Business Continuity Plan HEMGEEIE, BCP

{E: [BCPJ W) EHED —fRILLTE DT,

Business Impact Analysis HEFEE ST, BIA

H: [BIA] EBELCTEDND T & H %\,
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T HNOA Yy 7 — 7 EHEBEICE T 22 ¥ 2V 7 4 rBF O MR,
Capability Maturity Model BEHRAEET L, CMM
#: [CMM]J &HEL Tfibd 2 &b %,
Categorization AT Y —fk
i¥: Classification (573) & DEWZHAMEL T 2720, A7 TV —{t] LT3,
Certificate GRS
Certificate Authority woalt/. CA
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Certification on
F: HAGE T3 Authentication(FRFE) & XA T & Zn v, = F [ o AL 1%
Authentication, # =F 2 FERET % 85413 Certification, LW HELH H 5,
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F:AMAHELL 7+ LYYy JHEEC R 5 72b D, CoC KRBT LI DB,
Chain of Trust B O HH
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Change Detection Software WIABRAMY 7 02T

JE: Change 13 XA TlEZBWA, ZoFEDOY 7 v = 7ix—Mic [KXA
A 7 r 7] LIEENTH 3,

Change Management REEH
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i EEER D H B, Chinese Wall & 7 v

Chosen Ciphertext Attack RS B

Chosen Plaintext Attack BRSO

Ciphertext {2=3"8

Ciphertext-Only Attack P 5 SC BRI B
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Compensating Controls Moy ro—n
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Compliance AVITAT VR
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Compromise &’E. ik

F MEE] LRI B2, [FBRIC breach & [2E ] LiRE N5, BEEHOLAEIT
[fesafe] o

Computer Forensics AV a2—RTFLYI VY

H: ARET 741 v Yy 272 BT 0fEbNTninoT [ 731 vy y 7|
&3 %, HL., JEEET forensic IERFALDT [7xL vy 7] 3dedbe
33,

Computer Incident Response Team AVE2—Rf VYTV PLRARYRF— L4

#: [CIRT] . [CERT| . [CSIRT| 7& &, B ANA VA H S,
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FH: AR 2 [vanz] bESZLDDHD, HEORELL [Ty A7
A
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Configuration Item BREE. REHEE., BT 4 74

F: NRICE > TIRBZED B,

Configuration Management B e
Confinement Problem B UiA® fefRE
i BT v # (Covert channel) iCBH 3 3 5%, Confinement 3B E KD H
%,
Consistency —HH
Containment HLAD
Contingency Planning AVTAVI V=TTV
e DA TSR | ERIN TR, RIETIEA 2 A FTHEMAT S &

TR o7,

Controls av bu—, fHifE, EEEK, SHl

A STIRIC X 5 TW AW B RRASH %, ISO/IEC27001 76 [EHHE] | J-SOX 7x
o [l

Copyright Z1Ere

Corporate Memory fEDOH

w0 (B okokd o,

Corrective Controls BEavirue—n

E: Preventive/Deterrent/Detective/Directive/Recovery/Compensating Controls &
v FCHLS /MibNhs/HA 5,

Coverage Y R P

e TR 2 LRI X D BERICR 2D T, EHH) =27 VYRI5,

Covert Channel T v v
Credential Management EREREE
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Crime Prevention through Environmental Design PIUBRBEERET

F: CPTEDDCZ &,

Cross-Certification Model MEEEEET LV
Crossover Error Rate ZEn ) K

H: AEMRERED AR Cffib i 5,

Cross-Site Scripting JOURYA VRIVTT A4V T
Crown Jewel EFEoEa, KEEE

H: b D LOERRBEEOFELED, BELC, XBHE EK CfibNS, [H
FEE] LIRTIEALH L, BENBEIEHICHZ DD L5 Ly,

Cryptoanalysis Ry

Customer FFE. BEE

FreFaVrsokcid, THEE] X (F—vx//v257240) [HHE]
RS 8] e e ﬁ)ﬁ W, CRM @ X 5 kiRt THE% ] 2%58EY]
BEELH B, T/, user i [FHEF] Cl3hl Toa—%F—] 45L& I,

Customer Relationship Management BEEEH(CRM)

i [EEBRER] LRI LdbH b, CRM &) FED —RIT,

Cyber-Physical System YA N—=T 4 I ANY RT L(CPS)

E (A N— e T4 ANV RATL] &FT22LbH5B,

D
Data Contamination T — X 5G
Data Controller F—Ravio—5—

W 7 —2EHE ] LiRT Lt HEE(Data custodian %5) EEELI 20T [F7—
Zavia—7—] LERT L LT3,

15



Data Custodian F—RARNT ATV

i£: CISSP CBK <Ti3fitsk I —&2EHME | & L TWw/=25, administrator & X528
T&7m< 7%, £72. CISSP ##f <l Custodianship & WHIFESHH ZH 5
DIRICHHL, 22T, T—xavio—J— Tty ¥— T—X
AFaT—F, 74297V =7 A& GDPR B#EOfoHEICAEDE,
Data custodian (&7 —%# X + 7 4 7 v, Custodianship ZH7 AT 4 7 v

v 7l LT,

Data Disclosure

F— 2. F— X

E: 7= 22T T, FROEREVTHEDNIGLA L H 2,

Data Encryption Standard 7 — & 5L (DES)
Data Flow Diagram F—427u—H
Data Hiding 7 — & ORERk

H I ROWIRB RO b wd, (Bl 778, RICrEW EE2ET X5 R
REDH B, BRNICIZ [F—20ME] o X5 kKL,

Data at Rest BERD T — %
Data in Transit o sr—%
Data in Use ERb DT — %

Data Leak/Loss Prevention

7 — & I/ KK 1 (DLP)

Data Management

Data Mining

TF—E~A=vT

Data Owner

F— A —F—

Data Processor

Data Quality

7T —ZmE




Data Remanence T — 2B

Data Standard 7 — X fEHE

I 7= 2O IcBT 2D Z L 5 L,

Data Steward F—RRFa7—F
Data Subject TF—=2¥ 7Y b
Database Management System T— 2 R—EE X7 2 (DBMS)
HEHRT L [T XR=AFH 27 L] 7225, DBMS & 0w 5 BEFRDIT 5 23R
BELTW3,
Database System F—=RR—=ZAY AT L
Decryption k=

¥ Encryption & X1 7z 5 HEE72 23, Encryption lZWs5{t & L] AT CiRI D
Xt L€, Decryption iZiX [{b] %fFi) 2 w8138, L & BE 0EWD L
v», Encryption 1% Cryptography (%) &XAlF 27-01cd [fb] 2110 %,

Defense in Depth % JE kit

I Depth 7228 [ZREH] & I1ZE b7V,

Demilitarized Zone DMZ

(9 boattodFREMEIZ] L5720 F 3283w, DMZ &3 5%,

Denial-of-Service Attack DoS &

FE®RrLT 5L, - RYELR, CBK PHEE R LTIV — v XIER LK
S TEY. Tz AbT . HEHEZLR LD —MKRITD DoS KEHL
HLNTWBZ b, DoSKE L L 7=, Denial of Service I3 STRIDE # &5 #r
EFLDD",
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Detective Controls BHIayrue—n
FHE Iy br— 2 LT B ISCP?OHEMD B 2203, HHREF 2V 7 1458
T2 S RABAL (Intrusion Detection) 23— 7D T, (RAMH &
EHEVEDHEN?)

Deterrent Controls Mikavybra—n
E kR ay e = EEREANEAEDH DD TR BT RnwZ & T—3 %,

Dictionary Attack 330
Differential Backup BRI T T
Differential Cryptanalysis ERTOR
Digital Investigation TV ENRHE
Digital Signature TYENEH
Directive Controls IEravyibue—n

HrfErflaybo—n b RENBGELDZ0 [H] Bt Awvwz e Toff—3 %,

Disaster Recovery Plan K EMH I EHE (DRP)
Discovery FRE. FR. BE BH. T4 24N

F —MHGEE LT (3R] LRI N2 RD H 22, fHREeF =2 714 T,
legal discovery documents (GE#LEH/RCE) . electronic discovery (7 ¥-1%#REH
/e T4 AHNY) | discovery phase of a law suit (BREAD T 4 A ANV B
f) . data discovery (7 =27 4 ZAA V) &, XK A T 4 A LIHKTT
T2 L%, ZoBAEICE [FBR) okl THR] [T4xA350 1 5
L gMIN5,

Discretionary Access Control BT 7 & X
i 7 27 2 ZHilfH (Mandatory Access Control) @ 35,
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Distributed Denial-of-Service Attack DDoS ¥r#&

W ORHE R KT DDoS B L W HiEMEFLbNTWnE T &b,
DDoS K# ¢ L 7=,

Distributed System DE AT L
DoS Testing DoS 7 X
Dual Control FaFrayvie—i
H: IV ARG EBCADEIRFICAA v F 2RI R0 EBEEELRWE S A A
-,
Due Care Fa—4r7

W [ZY7FE] Tk, [Due Care] 5L CW3HEE LTHA TR WD,
[Fa—r 7] ERIHBLE L0,

Due Diligence Ta—FIVxVR

F:FEOEE2S, [Ta—FTVYzvR] T 5,

Dumpster Diving TIfFEHIY

H: AARv Y2 Y v 7 XHE, T3] 2L, BREXT IHZEZD
ToTnB LI BRHIRYED 5,

Durability FKifetE

F:TF— X=X T v HFI7avitkBiF5 450 (ACID) © 12, ACID IZ. A:
Atomicity, C: Consistency, I: Isolation, D: Durability,

Dynamic Testing By 7 X b

i: Static Testing (BT & ) & xf5E,

E
Elevation of Privilege MERR A4

i£: STRIDE Z@& €7 A D "E",
Elliptic Curve Cryptography e g5
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Emanation i 5]

H: BAD. B, tFHN. BEENLRDIDORD o720 T 5, HiEL &
"electromagnetic" R WO THEI LD T & B34 WD TR\ D,

Embedded System FABIAB Y AT I

FERLL T2y LAY DTS,

Emergency Management Team RRFREHS — L
Emergency Response Team RAHEEBL ARV XF—L4
Encryption 51k

End-User IV Fa—¥%—

Enterprise Security Architecture ITVR—T AR F2YTAT—F77F%—

European Union Agency for Network and Information Security BRM A v b7 —7 - F#R+t
¥2 U7 4588 (ENISA)

EECiE TR A Y b7 —2 - (58t % 2 U 7 4 BB 7225, ENISA &\ ) ig
Mg > BREL T,

Evaluation Assurance Level FHHREE L _ v
Event ARV b
Executive Management & E TR

B 7 92 (C279R) O FEREKROZ &,

Exploit BRI 3

i#: [Exploitcode] O¥&H1E 27 27 v f ba—F]| OBk o TE 7,
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Exposure Factor fabREREL

RIS RBEREEREI N T 225, BRIVICERFEDOIE S 2 CHEL
72w 1 Mo KETRON 2 HEDOREHD X OILOEEMED MH 2 & v )
BF7% DT, SLE (H—HETH) =AV (HEMIE) xEF (ML .

F
Facilitated Risk Analysis Process 77V VT4 T Y FY X797 2+ X(FRAP)

F: BN R Y R 7oz L,

Factoring Attack RIB S FRB

Fail Safe 7z ANE—7T

Fail Secure Tz ANEFaT
False Acceptance Rate fEAZ AR

False Rejection Rate AANERFE

Fault Analysis 7 = P T

Fault Tolerance 7*—NFPLTIVR

Federal Information Processing Standard EFR IR ERLEERERHE (FIPS)

F:FIPS O30 ) 30, ST EMDZ LiZdbrbalhdy ) —XD—D,

Federal Information Security Management Act #EH1EHt ¥ = ¥ 7 4 HHEE(FISMA)

E: 2hb FISMA OFiH30r 5%, iR ebromlikksy ) —X,

Federated Identity Management 7x7FL—vavIDEH

iF: "Federated"# [7 =27 L —Yayv ]| &T3IC3ETEIED 2. bbb
IrEZLEINDBNERS

Fingerprint Authentication TERGEREE

Fire Suppression System HKY AT A




Firewall 7747V 4=

Five Rules of Evidence 5 O DEFFUSEAI

HEHlo 5 oD — 1 Z &, (DBe authentic, @Be accurate, @Be complete, 4Be

convincing, ®Be admissible,

Fraggle Attack Fraggle B2
Fragmentation T7ITAVTF—vav
Frequency Analysis ) Sy

T BEEHER 72 & TSRO IceoTL 270 $ 5,

Functional Testing BaET 2 b

Fuzz Testing 727 VITTREB

H: [ 77XF72] k0 77V 752 ] BEEFRE LC—%H,

Fuzzing 77y
G
Greylist ZL—VU R b

¥: Politically incorrect 2 F ML 5 A, £/, Bvwfiz s L 2ic, &
DEIICE L L5 b A,

Grid Computing FY)y Faviea—F4 vy

Guideline HAKIAL4 v
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Hacking Ny xRVT
Hand Recognition EREEE

E: R CREAES 2 b I Tld . Tl (BER) clEtz{T 5 77k, KE Oz
THEICHIKT 2 HNEAN DO AEEE 2 fGfELT 2 720 ICEASINIHEHDED 5,

Hash Function vy ¥ 2 B
Help/Service Desk Personnel ~VT [P —ERT R 7HLE
Heuristic Scan La—URTA4VIRF RV

T VFIANRY T ERET T 7 ANV EDHTE2FET, Sx—vevF v
ELIZECET 7 7ANEEITLTCVAARREOEELZ L w24
. a— FZ2ERICIENT I 2 ik LAREICELT L CHENT 3 2 50 fEEEH
» 5,

Hierarchical Model =R

Hoax 77 4 VX (Hoax)
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